AdvancesinKnowledge-Based Systems,Data Science,and Cybersecurity Received15-05-2025; Accepted 17-07-2025; Published24-07-2025

The Relationship between Cyber Opportunity, Low Self-Control,
Cyber Resilience and Cybercrime

Hamad M. Al Dosari hmh458@outlook.com
ORCID: 0009-0007-2125-0323

Department of Security Studies, Graduate College

Police Academy, MOI

Diab M. Al-Badayneh dbadayneh@gmail.com
ORCID: 0000-0001-7416-6722

Ph.D. Methodology, Criminology, and Security Studies

Department of Security Studies, Graduate College, Police Academy

MOI, Qatar & IKCRS, Amman, Jordan

Corresponding Author: Diab Al-badayneh ** Data were based on MA thesis, Department of Security Studies. Gradate
College. Police Academy. Qatar

Copyright © 2025 Hamad M. Al Dosari and Diab M. Al-Badayneh. This is an open access article distributed under the
Creative Commons Attribution License, which permits unrestricted use, distribution, and reproduction in any medium,

provided the original work is properly cited.

Abstract

This study examined the relationship between cyber opportunity, cyber resilience, cyber
victimization, cyber perpetrators, low self-control, and cybercrime in Qatari society. Data
was collected using a questionnaire that was sent electronically to a heterogeneous conve-
nient sample of 273 Qatari and expatriate individuals. Participants had little above-average
knowledge about Qatari Cyber Law (43%), cybercrime (24%), and victims (72% knowing
cybercrime victims). 12% were cybercrime perpetrators, 38% were exposed to cybercrime,
60.8% exposed cybercrime victims, 33% lost money, 27.5% lost data, 29% had hacked
email, 32% purchased a new device, and 20% were victims of hacked social media accounts.
A statistically significant relationship was found between cybercrime and each of cyber
opportunity (r = —0.183, @ = 0.05); LSC (r = 0.210, @ = 0.001); cyber victimization
(r =0.926, @ = 0.001); and cyber perpetrator (r = 0.91, @ = 0.001). Moreover, a statistically
significant difference was found in the knowledge of Qatari cybercrime law attributed to
cyber opportunity (F = 9.061, @ = 0.003), cyber victimization (F = 21.098, @ = 0.00),
cyber perpetrator (F = 7.466, @ = 0.007), and cybercrime (F = 16.165, @ = 0.000).In order
to reduce the increasing risks associated with digital offenses in Qatar, this study emphasizes
the necessity of integrated cybercrime policies that incorporate psychological understanding,
technological protections, and public education.
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1. INTRODUCTION

New types of cybercrime have emerged as a result of the swift development and pervasiveness of
digital technologies, which have drastically changed the landscape of criminal activity. The proba-
bility of committing or becoming a victim of cybercrime is influenced by a number of environmental
and psychological factors in this dynamic context. Cybercriminology most frequently studies con-
structs such as cyber opportunity, cyber resilience, cyber victimization, cyber perpetration, and low
self-control. According to Yar , cyber opportunity is the ease with which potential targets or crimes
can be committed because of the anonymity, accessibility, and scalability of cyberspace. Echoing
the principles of routine activity theory, the internet offers a plethora of opportunities for deviant
behavior, particularly when there are plenty of suitable targets and insufficient capable guardian-
ship . The number of potential victims and offenders has increased due to cyber resilience, or
people’s resilience on digital technologies for social interaction, employment, and communication.
Individuals who rely heavily on technology are more susceptible to online threats, including fraud,
hacking, and cyberbullying . However, over-resilience can also normalize deviant behaviors like
trolling and piracy, which encourages cybercrime Low self-control is a key psychological factor that
influences both cybercrime and victimization. People who lack self-control are more impulsive,
risk-taking, and self-centered—qualities linked to a higher chance of committing crimes, according
to Gottfredson and Hirschi’s [1] general theory of crime. Previous research has also linked different
forms of cybercrime, including hacking, internet piracy and cyberbullying, to reduced self-control

[2]

The convergence of cyberperpetration and cybervictimization is also receiving more attention. One
study reports that young people who have been victims and perpetrators of cybercrime may have
a kind of cyclical or reciprocal relationship This is a lot to ask of crime as we have constructed it,
but in contrast to what you may think, the award makes the point that we have to look at this as a
problem with multiple sides: how vulnerability and online misconduct combine to exacerbate each
other. Al-Badayneh et al. (2024A) [3] study experience of victimization, perpetration and Qatari
cybersecurity law (QCL) among 209 Qatari participants representing three universities. Although
a sizable percentage of participants were aware of QCL, had heard of cybercrimes that had been
convicted, and had seen behaviors that required punishment, their understanding of QCL was below
average, with 23% reporting having been the victim of cybercrimes and 6% committing them. The
experiences of victimization, perpetration, and QCL knowledge varied significantly. In conclu-
sion, a multifaceted understanding of cybercrime and victimization is offered by the interaction of
environmental (cyber opportunity and resilience) and individual (lack of self-control) factors. To
guide the creation of more effective digital safety interventions and policies, future research should
examine these interactions using a mixed-methods approach. Targeting people through a variety
of online activities such as phishing, scams, identity theft, malware, hacking, and denial-of-service
crimes, cybercrime is becoming a more significant problem in today’s internet-dependent society.
It causes expenses and losses and is a serious threat to businesses, states, and the global economy.
Modernizing information systems is necessary to lower the scope of cybercrime and establish global
policy principles, as detection and prosecution are uncommon. Cybercrime necessitates quick and
flexible responses because it involves the destruction, theft, or unauthorized use of data, programs,
services, equipment, or communication networks [4-7].

In the current digital era, where criminals can steal millions of dollars without ever leaving their
homes, cybersecurity is essential. A significant financial hub, Qatar, has a cybersecurity committee
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and makes investments to increase public awareness of cybercrimes. A significant data leak in
2016, a badly designed contact-tracing app, a virus attack on the gas company RasGas in 2012, and
a phishing scam on Qatar Airways in 2019 are among the seven cybersecurity breaches that have
been found in Qatar. These hacks demonstrate how crucial cybersecurity is to defending people,
companies, and governments against online fraud. Cyberlands provides penetration testing services
to identify and address possible vulnerabilities, and high-quality IT services can aid in preventing
security breaches [8]. Doha News (2023) [9] reported 23 million cybersecurity threats blocked in
Qatar during 2022.

2. LITERATURE REVIEW

Cybercrime: The Concept: The United Nations, UNODC, and APEC are all involved in com-
bating cybercrime, a term defined by various organizations. The UNODC defines cybercrime as
illegal behavior targeting computer system security, while the European Cybercrime Center defines
it as any crime involving ICT. The U.S.’s Cybercrime Law No. 17 criminalizes activities like
unauthorized access, fake accounts, and illegal donations [10-12].

2.1 Qatari Definition of Cybercrimes Law

Cybercrime in Qatar includes online fraud, identity theft, malware, phishing, cyberbullying, and
cyber blackmailing. To report a cybercrime, users must use the Metrash2 app, attach a complaint
photo, and send it to authorities. The Qatari government introduced a cybercrime prevention law
(No. 14 of 2014) to combat online and cybercrimes, imposing sanctions and penalties for offenses
committed through the internet, IT networks, and computers. Critics argue the law threatens free-
dom of speech and media access. The law also prohibits publishing false news and unauthorized e-
card use. Cybercrimes are the second most common form of economic crime in the Middle East [13].
The New Protection of Personal Data Privacy Law in Qatar, enacted in 2017, imposes obligations
on individuals and entities collecting and processing personal data. The law impacts employers,
healthcare providers, universities, and B2C entities, as well as those providing cloud or remote data
processing services. Violations can result in fines of up to QRS million (US$1.3 million). The law
categorizes controllers and processors and outlines measures like forgery penalties, impersonation
and theft, content crimes, unauthorized use of e-cards, intellectual property rights, and insult and
libel. [14-16].

2.2 Selected Theories of Cyber Opportunities

Because cybercrime is on the rise, scholars are focusing more on the situational and psychological
factors that influence criminal behavior in virtual environments. The Routine Activity Theory
and Gottfredson and Hirschi’s General Theory of Crime (1990) are two well-known theoretical
frameworks that have been widely used to understand the relationship between opportunity, a lack
of self-control, and cybercriminal behavior.
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2.2.1 Cybercrime and a lack of self-control

According to Gottfredson and Hirschi (1990), impulsivity, risk-taking, and a preference for simple
tasks are signs of low self-control, which is a significant predictor of all types of crime, including
cybercrime. People who lack self-control are more likely to engage in cybercrimes such as online
fraud, digital piracy, hacking, and cyberbullying, according to numerous studies . The anonymous
and impersonal nature of the internet can exacerbate the effects of poor self-control because online
environments often reduce the perceived risks and social consequences associated with deviant
behavior [17].

2.2.2 Structures of cyberspace opportunities

According to the Routine Activity Theory, crime happens when a motivated criminal meets a suit-
able victim without adequate supervision . Numerous criminal opportunities are presented by the
digital world, including financial information, personal data, and vulnerable users. Offenders find
it easier to take advantage of opportunities when there is a lack of digital guardianship (such as
inadequate cybersecurity protocols) and increased internet use .

The Routine Activities Theory (RAT) was presented by Lawrence Cohen and Marcus Felson in
1979 and consists of three main components: the potential offender, the appropriate target, and the
absence of a capable guardian. It is based on situational crime prevention strategies and rational
choice methodology. It is criticized, nevertheless, for presuming that criminals are logical, ignorant
of security precautions, or intoxicated. Purpura (2013) [18]shows how altering the routine activities
of society can either increase or decrease the likelihood of criminal activity.

Motivated offender

Suitable Target

Lack of Guradianship

Figure 1: The routine activity theory’s “crime triangle.”
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According to RAT, a crime must meet three requirements in order to be committed:

1. A motivated offender is someone who is prepared and eager to commit a crime.
2. An appropriate target: An object, person, or location that appeals to the criminal.

3. Absence of a capable guardian: Inadequate protection or security. According to RAT, crime
is situational, which means that opportunities—rather than the traits of offenders—are what
cause it. Because there are more valuable targets available and less oversight, for instance,
greater material wealth during economic expansion may result in more thefts[19] .

Criminology created a framework that concentrated on crime as a result of situational opportunity
in the latter half of the 20th century. This framework integrates the theory of routine activities
and different viewpoints on situational opportunity. Combining these theories now yields a more
comprehensive understanding of crime opportunity [20, 21]. 3. Combining a lack of self-control
with an opportunity Numerous studies incorporate both opportunity and a lack of self-control into
their models, demonstrating a mutually reinforcing relationship between internal characteristics and
external circumstances. People who lack self-control are more likely to put themselves in risky
online situations (such as downloading illegal software), which increases their exposure to criminal
opportunities, according to research by Higgins, Wolfe, and Marcum [22]). Although a lack of
self-control is a powerful predictor, Moon et al. (2010) concluded that opportunity significantly
raises the likelihood of offending. Therefore, cybercrime prevention strategies must consider both
environmental structure and individual disposition [23].

Cybercrimes, therefore, take it as a problem affecting societies across the world of which Qatar is not
an exception. Elements include cyber opportunity, resilience, victimization, low self-control, and
perpetration [24]. The growing reliance on digital technology has also spawned cyber opportunities
leading to the increase in cybercrime rates ). Research by Pratt et al., lack of control is one of the
reasons making individuals commit cybercrimes as they are poor at controlling the impulse. This is
consistent with the General Theory of Crime predicted by Gottfredson and Hirschi (1990) speculated
that low self-control caused more attention to lead to more wrong doer. Cybercrime is a constant
battle, and cyber resilience, the ability to anticipate, adapt to change in both threats and knowledge
[25] has been advocated as an important strategy to improve against these cottages. Nevertheless,
while some people and organizations remain resistant to such attacks, a lot of others are still very
vulnerable [26]

Victimization research, some of it conducted by Holt and Bossler [27], has identified broad ex-
posure to cybercrime with the potential for significant psychological and financial consequences
for victims. Those who commit these acts often exploit available cyber opportunities, technological
advancements have only multiplied that and the legal frameworks to protect an individual from cyber
bullying have not kept up [28]. One of the most essential things in order to fight against cybercrime is
awareness of cyber laws and prevention strategies. The study by Weir et al. (2019) public education
and comprehensive cybercrime policies are necessary to better prevent digital crimes.

In summary, Literature supports a dual-framework approach: while a lack of self-control increases
the likelihood of committing cybercrime, opportunities in the digital environment facilitate the
actual behavior. Therefore, prevention strategies should concentrate on both psychological traits
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and environmental factors, such as increasing awareness, promoting online self-regulation, and
bolstering digital guardianship.

2.3 Cyber Incidents in Qatar

Qatar’s National Cyber Security Agency (NCSA) has been enhancing readiness, systems, and gov-
ernance through incident response frameworks and cyber drills. However, the country has experi-
enced both politically motivated and opportunistic cyber incidents, including state-linked espionage,
financial data breaches, and infrastructural outages. The NCSA has introduced a National Incident
Management Framework to coordinate responses to cyber incidents with national impact. Also
had its fair share of historical data breaches and hacks including the 2016 QNB leak, the 2017
IGBPNE.be Fallaga Team data leaks of Ugandan government websites and a 2018 slide deck of UK
MoD South Asia Regional Architecture. QNA cyberattack, as well as the 2012 Shamoon attack on
RasGas malware. and the country has seen in danger reports. Most big-time con games/threats have
happened in the last 10—15 years. The trend indicates a marked increase in cyber security threats with
the majority of major incidents occurring in the last 10-15years. National Cyber Security Agency
in Qatar established National Incident Management and Cyber Security Agency. Architecture, both
of which are intended to improve the country’s readiness for cyber emergencies. The framework
offers a structured and methodical approach, documenting what to consider when faced with a
cyber incident, focusing incoordination of decision-makers and entities involved. The action plan is
designed to confront emerging risks by establishing a unified method for addressing national-level
cyber incidents. The framework of the National Cyber Security Agency has been developed in line
with the best international practices guidelines on cyber security governance, to ensure coordination
between state bodies on the management of a range types of cyber incidents. ¢) The seven primary
components of the framework are: command and control, detection and monitoring, investigation,
national strategic response, recovery and restoration of systems, regulation, standards, compliance,
partnership and national incident review. [29]. Qatar has experienced an explosion of cyber threats,
including espionage tied to government, financial data incidents, and infrastructure downtime, with
nearly all the significant breaches in the past 10-15 years.

3. METHODOLOGY

Sample. The study sample consisted of 273 participants, including Qataris, Arab and as well as
foreigners’ expats. The majority were males (77%), compared to 23% females. As for age groups,
the most represented group was 25-34 years old (46.2%), followed by 35-44 years old (32.2%),
while the least represented group was under 18 years old (0.7%). The study also showed diversity
in educational level, with the largest percentage being bachelor’s degree holders (47%), followed
by high level(22.%), reflecting the high educational level of the sample. Regarding employment
status, the majority working in the public sector, followed by self-employed (TABLE 1).

The survey sheds light on the awareness and experience of cybercrime in Qatar. It shows that 43%
of respondents have an idea about the Anti-Cybercrime Law of 2014. Some 26 percent have experi-
enced cybercrime, including making and receiving online threats (12.0 per cent), being cyberbullied
in pictures set up for others to see (38.0 per cent) and witnessing serious criminal images or videos
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Table 1: Sample characteristics

Gender: Males: (211)77%
Females (62) 23%

Time on the net: mean 2.9 hours
Sd4.3

Nationality: Qataris (153)56%

Age: mean: 34.8

Non-Qatari(120) 44% Sd: 9.5

. Occupation:
Education: .
Higher education (61) 23% Private sector: (27) 10%
BA (129) 47% Public sector (192) 70?
Less than BA (83) 30% Self-employed (37) 14%

No Work (17) 6%

Knowledgeable about Qatar’s Anti-Cybercrime Law (2014)  Yes (118) 43%
Been a victim of cybercrime Yes (66) 26%
Know anyone who was victim of cybercrime Yes (197) 72%
Been a perpetrator of cybercrime Yes (33) 12%
Saw a perpetrator of cybercrime on the internet Yes (104) 38%
Saw a victim of cybercrime on the internet Yes (166)60.8%
Lost money on the internet Yes (91) 33%

lost data (photos, files, etc.)

Email has been hacked

Had to buy a new device

My social media accounts have been hacked

Yes (75) 27.5%
Yes (79)28.9
Yes (88)32%
Yes (55)20%

online (60.8 per cent). The other element that is here is also significant long term financial effects,
with 33% of respondents spending money online and 27.5% having data loss — for example photos
or files. Another 28.9% reported email hacking, causing 32% to replace their gadgets. A total of
20% said that social media accounts had been hacked by cyber attackers, underlining the widespread
issues and potential dangers of poor security in this area.

3.1 Measurement
3.1.1 Demographic and awareness of cybercrimes variables.

This section contains (17) questions about gender, age, nationality, educational qualifications, and
occupation, as well as the number of hours spent using the internet daily. It also addresses partici-
pants’ awareness of the Qatari Anti-Cybercrime Law and their exposure to cybercrime, whether as
victims, perpetrators, or witnesses, with a focus on financial losses, data loss, and account hacking.
These items include Have you been a victim of cybercrime? Do you know anyone who has been a
victim of cybercrime?
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3.1.2 Exposure to cybercriminal behavior

This section includes (16) yes/no items to assess participants’ exposure to cybercrime experiences,
such as data flooding (DoS) attacks, virus infection, hacking, and theft of personal information. The
items were designed to cover various cybercrimes, including Have you ever purchased unlicensed
or pirated software, music, or movies from the internet (digital piracy)?

3.1.3 Cyber resilience

Cyber resilience relates to the ability of an organization or individual in this case to prepare for,
respond to, recover from and adapt to cyber attacks. It combines a proactive and reactive approach
to managing cyber risks, making sure that essential services continue to operate following a cyber
incident. components of cyber resilience include:

Preparedness: means having security measures, policies and training in place to defend against
cyberattacks.

Detection: Monitor systems to identify indicators of compromise (I0Cs) or incidents.
Response: efficient incident response plans to confine damage and prevent ongoing.

Recovery: this is the stage where the systems, data, and operations are restored to normal after an
attack.

Adaptation: Adaptation involves learning from incidents to evolve defensive measures and resilient
strategies iteratively.

The exact terminology used is quite immaterial and might include cybersecurity, information se-
curity, or more appropriately; cyber resilience — the ability to shake off incoming attacks but also
bounce back quickly post-any attack. The idea is to reduce downtime, cut losses from a financial
standpoint, preserve data integrity and keep the stakeholders in trust . This scale aims to measure
participants’ ability to adapt to cyber challenges and regain their psychological balance after stress-
ful situations. It contains (6) items assessed using a five-point Likert scale, focusing on the speed
of adaptation and difficulties in overcoming crises. These items include I quickly return to normal
after difficult times.”

3.2 Low Self-Control

Low self-control is one of the factors highlighted by Gottfredson and Hirschi (1990) in their theory
on criminality and deviance. They defined low self-control as a construct composed of several
facets that collectively affect a person’s likelihood of participating in risky or impulsive behaviors
— such as cybercrime. Research on low self-control, using the SGC, has consistently confirmed its
key dimensions as hypothesized by Gottfredson and Hirschi:

Impulsivity (e.g., managing problem-solving with others, contending impulsivity)
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Risk-seeking: No! It does not mean anything like Danger or thrill seeking.

Preference for simple tasks: Shooing easy or instant results over complex and hard work.
Self-Centeredness: focusing on what others need vs. want for oneself

Temper: Emotional instability and tendencies to becoming angry.

Insensitivity: without empathy or concern for others, In total however, these dimensions cause
an overarching inclination for impulse and short-sighted decision making that is associated with
higher rates of criminal activity, and specifically cyber-crime. This questionnaire is divided into (24)
questions related to measuring the dimensions of low self-control. These questions are answered
using a five-point Likert scale: (1) = never, (2) = rarely, (3) = sometimes, (4) = often, and (5) =
always. These items include I often act on the spur of the moment without stopping to think” and
I lose my temper very easily.” There are also (62) questions to measure ~’cyber opportunity.” A set
of items were included in the questionnaire, including using the internet from unsecured networks,
sharing sensitive information, weak passwords, and ignoring security updates. These items were
based on the literature presented by Holt and Bosler [30] in their study on the relationship between
digital behavior and cyber opportunity, using a five-point Likert scale. These items include: Do
you open links from unknown sources? To what extent do you feel protected while browsing the
internet?

3.3 Cyber Opportunity

Cyber opportunity is largely based on how the conditions may impact or allow a crime to take
place. One way to improve cybersecurity strategies is by reducing the possible opportunities for
piracy through better security practices, awareness of piracy available among staff and students and
legal measures that can be taken [31]. This composed of 26 items with Cronbach’s alpha 0,83. These
items measured behaviors that can be tempting, and the more time we spend online, the greater the
chance we come across them. While others may download illegal content just out of being intrigued
or careless with the way they use the internet. The personal content available online is subject to
hacking, and the prevention measures are recommended from regularly updating passwords, using
antivirus software. They must also stop providing personal information on unreliable sites and
refrain from opening links sent by unidentified sources. When browsing, users should be kept safe
and need to safeguard themselves by just checking their app permissions for other accesses.

3.4 Reliability

The reliability of the study tool was assessed using Cronbach’s alpha coefficient to verify the
internal consistency of the items. The results showed that Cronbach’s alpha was 0.89 for the whole
instrument, 0.81 for the cyber victimization scale, 0.90 for the cyber perpetrator scale, 0.85 for LSC,
0.83 for the cyber opportunity scale, and 0.46 for the resilience scale. This may be due to the limited
number of items used.
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3.5 Validity

All individual scales has strong construct validity. The correlation between losing a money on the
internet as a victim of cybercrime with cyber victimization scale, 0.60 (a 0.000), for the cyber per-
petrator scale, 0.30 (@ 0.000).for LSC, —0.253( 0.000). for the cyber opportunity scale —0.245 («
0.000). Resilience scale, The scale has acceptable construct validity as measured by the correlation
between cyber victimization and resilience (= » = —0.135) (« 0.05).

3.6 Procedure and Data Collection

This quantitative study used the survey method on a sample of Qataris and expats. The researcher
provided informed consent to all participants, requested their voluntary participation, and offered
them the option to withdraw from the study at any time. The researcher also collected data by
electronically

4. FINDINGS

Participants had little above the average knowledge about Qatari Cyber Law (43.2%); 24% cy-
bercrime victims; 72% knowing cybercrime victims; Among the participants, 12% were identified
as cybercrime perpetrators, 38% reported seeing cybercrime perpetrators, 60.8% reported seeing
cybercrime victims, 33% lost money due to cybercrime, 27.5% lost data, 29% had their email
accounts hacked, 32% purchased a new device as a result of cyber incidents, and 20 participants
were victims of hacked social media accounts (TABLE 2).

Table 2: The Relationship between Cyber Opportunity, Cyber Resilience, Low Self-Control, Cyber
Victims, Cyber Perpetrators, & Cybercrime

Cyber Cyber low Cyber Cyber Cvbercrime
opportunity resilience self-control victims perpetrator y
Cyber opportunity 1
Cyber resilience A419%* 1
Low self-control .638** A483%* 1
Cyber victims - 252%% -.135*% - 273%%* 1
Cyber perpetrator -.078 .027 -.108 .693%* 1
Cybercrime -.183%** -.062 -210%* 926** 913%* 1
a ** .001 * .05

Differences in knowledge about Qatari cybercrimes law are attributed to cyber opportunity, cyber
resilience, low self-control, cyber victims, cyber perpetrators, and cybercrime.
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TABLE 3, presents significant differences in knowledge about Qatari cybercrimes law attributed to
cyber opportunity, cyber resilience, low self-control, cyber victims, cyber perpetrators, and cyber-
crime.

Table 3: ANOVA table for the differences in knowledge about Qatari cybercrimes law attributed
to cyber opportunity, cyber resilience, low self-control, cyber victims, cyber perpetrators,
and cybercrime.

Source Sum of Squares df Mean Squares F o’
Cyber Opportunity Between Groups 1699.983 1 1699.983 9.061 .003
Within Groups 50842.156 271 187.609
Total 52542.139 272
cyber Resilience Between Groups 37.727 1 37.727 2.924 .088
Within Groups 3496.669 271 12.903
Total 3534.396 272
low self-control Between Groups 427.028 1 427.028 2.371 125
Within Groups 48810.401 271 180.112
Total 49237.429 272
cyber victims Between Groups 101.569 1 101.569 21.098 .000
Within Groups 1304.658 271 4.814
Total 1406.227 272
cyber perpetrator Between Groups 32.226 1 32.226 7.466  .007
Within Groups 1169.694 271 4316
Total 1201.919 272
cybercrime Between Groups 248.217 1 248.217 16.165 .000
Within Groups 4161.255 271 15.355
Total 4409.473 272

A meaningful difference was found in how much people know about Qatari cybercrime law based on
factors like cyber opportunity (F = 9.061, @ = 0.003), cyber victimization (F = 21.098, a = 0.00),
cyber perpetrator (F = 7.466, @ = 0.007).

5. CONCLUSION

With respect of the Qatari society, and then, we attempt to investigate for the linkage between cyber
opportunity, cyber resilience, cyber victimization, and cyber perpetrator on the cybercrime, with
the aspect of low self-control is THE detected in be-between. The opportunity theories - namely the
theory of routine activities - provide a valuable point of departure for any analysis of the dynam-
ics of situations conducive to cybercrime. Through the pursuit of motivated offenders, available
targets, and lack of guardianship, RAT theory helps to describe why certain people, systems, and
organizations are more susceptible to falling victim to cybercrime. But given the nature of online
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guardianship — and the realities of cybercrime — this needs to be approached with extreme caution
in the digital sphere [32].

With data of Qatari society (Qataris and expats), this study provides empirical evidence for inter-
action between cyber opportunity, cyber resilience, cyber victimization, cyber perpetration, LSC,
and cybercrime in a data-driven way. The findings illustrate that while the awareness rate of the
Qatari Cybercrime Law among the sample participants was 43%, a vast majority of them had either
personal or witnessed experience with cybercrime, by becoming a victim (24%), knowing victims
(72), practicing it (12) or seeing the perpetrators (38) effects. The high proportion of participants
who faced more severe digital threats — money (33%), data (27.5%), email (28.9%), and social media
account (20%) loss— demonstrates the practical implications of being victimized by cybercrime in
a digitalized society like Qatar.

Several predictors are statistically associated with cybercrime. Cyber offending was positively
related to low self-control (r = .210, p < .001), supporting Gottfredson and Hirschi’s (1990)
argument that impulsivity and poor self-control are key contributors to criminal behavior, regard-
less of whether it is committed online. Furthermore, a significant positive relation was found
between cybercrime, cybervictimization (r = 0.926, p < 0.001) and cyberperpetration (r = 0.910,
p < 0.001), hinting at potential victim-offender overlap in cyberspace [33]. Notably, the inverse
association with cyber opportunity (r = —0.183, p < 0.05) suggests that access to, or perceived
limitations on digital access, influence the likelihood to offend in the same way that access to crime
and risk of crime are seen to affect offending according to routine activity theory .

Exposure to cyber opportunity, victimization, and perpetration was also associated with the level
of cybercrime knowledge. These results emphasize the importance of accounting for both stable
personal preferences (i.e., self-control) and technology-specific behaviors in designing effective
cybercrime prevention programs for multicultural populations such as Qatar, characterized by high
digital dependency and varying awareness of cybersecurity . This research emphasizes the impor-
tance to develop a comprehensive strategy (combining knowledge of psychology, technological
intervention and awareness of public) to minimize increasing cyberthreats concerning the issue of
cybercrime in Qatar.

6. DISCUSSION

The current study allow us to gain insights into the role of cyber opportunity, low self-control,
cyber resilience and cybercrime in Qatar society. Results indicate several noteworthy bivariate
relationships that are associated with both cyber victimization and perpetration, including positive
associations between increased cyber opportunities and low self-control; these latter results align
well with key theoretical perspectives such as Routine Activity Theory and the General Theory
of Crime With respect to the specific contexts of Qatar, this research has examined the complex
associations of cybercrime, and cybervictimization and cyberperpetration with low self-control and
cyberopportunity. In highly technological countries such as Qatar, the finding of the study provide
some valuable implications which may be useful for the theoretical aspect of cybercrime and the
praxis solution. This is interesting, as it is counter to the assertion of routine activity theory (Cohen
& Felson, 1979) that more opportunity produces more crime: A significant negative correlation (r =
—.183) was found between levels of cybercrime and opportunity. This could indicate that users with

271



https://cybersecurityjournal.info/ | 2025 Advances in Knowledge-Based Systems, Data Science, and Cybersecurity.

the most technical know-how and internet access are the most knowledgeable about online threats
and are the most able to protect themselves online. Additionally, more cyber opportunities provided
to certain groups may increase them being exposed to education, resources and legal knowledge
which may incapable crime . [34].

In particular, the negative association between cyber opportunity and cybercrime (r = —0.183,
p < 0.05) reflects that as their respondents are more knowledgeable or defensively aware to prevent
from cyber hazards, then they will likely to be unlikely victim of it according to previous studies
which focused on digital literacy (Bossler & Holt, 2012). Finally, the moderate correlations between
low self-control and victimization ( = 0.210, p < 0.001) and perpetration (r = 0.91, p < 0.001) in
combination indicate that impulsivity and lack of self-regulation are key antecedents to involvement
in or as a target for cyber offenses (Pratt et al., 2014). Of particular interest is the very large positive
association between cybercrime and cyberperpetration (r = 0.91) and between cybercrime and
cybervictimization (r = 0.926). These results give more weight to the growing message that victims
of cybercrime can become perpetrators themselves, as they seek to get their own back or feel cased
into behaving badly because of the wider acceptance of bad behavior online. This study questions
the traditional dichotomy of victim and perpetrator roles and underscores the necessity of dealing
with both at the same time in prevention programs.

Lack of self-control also shows a small but statistically significant association with cybercrime at
r = .210, which suggests that the General Theory of Crime [35] can also be used to account for
cyber-offending. Individuals high in trait self-control often act impulsively, lack the willingness
to defer immediate gratification, and discount distant rewards in the anonymity, rapid pace, and
permeability of cyberspace [36]). This suggests that such digital interventions which enhance self-
regulation capabilities could be of assistance in combating cybercrime. The findings reveal that the
cyber opportunity, victimization, and perpetration have a strong impact on individuals’ awareness
of cybercrime. This is in line with models of experiential learning which suggest that exposure to
digital risk either directly or indirectly, can raise understanding and awareness [37], Yet the resilience
on victim-perpetrator experience as the primary source of most of this information suggests a need
for cybersecurity to be taught proactively, especially in multicultural societies such as Qatar where
much of the public is active online and has varying levels of awareness.

It is an indication that cyber resilience does indeed play a protective role, the study substantially
reiterates. The strong positive correlation (r = 0.926, p < 0.001) signals that the cyber resilience
can enable or hinder capability of individuals or organizations to counter cyber threats and bounce
back after having a successful incident as also supported coherently in Linkov et al. Cavalheri et al
(2013) made a similar assertion, suggesting that resilient systems better able to adapt to changing
cyber risks.

These findings point to a host of policy implications, and reinforce the importance of integrated
solutions that include technological safeguards along with public education campaigns and psycho-
logical interventions. More than half of the respondents are aware about cybercrime but still they
are being victims so targeted awareness campaigns and resilience building programs should be the
focus Moreover, some legal knowledge — like being aware of Qatar’s Anti-Cybercrime Law (48%)
— could predict whether an individual participates in preventive behavior or not, and thus needs to
improve legal awareness This study will add to the existing literature by examining the relationships
between cyber opportunity, low self-control, cyber resilience and cybercrime in Qatar. It highlights
the need of an integration of psychological, technological, and educational approaches to boost
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cyber security. One such limitation stems from the study’s reliance on self-reported data, which
could introduce biases associated with underreporting or overreporting of cyber incidents. Given
this, we encourage future studies to use longitudinal designs and/or objective data sources (e.g.,
cyber incident logs) for a better understanding of causal relationships.

In summary, building a cyber-resilient environment necessitates comprehensive strategies encom-
passing both behavioral dimensions as well as technological & legal dimensions. Raising public
awareness about cyber laws, self-restraint and resilience can have a sizeable impact on the number
of cybercrimes in Qatar with subsequent results.
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