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Abstract

The Access Risk Knowledge (ARK) Platform is a socio-technical risk management system
for organisations vulnerable to operational failure. ARK is based on Semantic Web standards
to support data management activities such as data sharing, integration, classification, and
retrieval, supporting the development of a data governance approach. Operationally, the
ARK platform provides capabilities for performing socio-technical risk analyses and shar-
ing, analysing, and visualising that information between institutions through an intuitive
user interface, combining machine learning approaches to classify and suggest concepts.
In this work, we explore the security module of the ARK Platform, where access control
and sensitive data processing are integrated into the platform, and it explores the extent
to which Semantic Web standards could cope with the requirements for cybersecurity risk
management systems. The ARK Platform provides mechanisms to extend its functional-
ity, such as integrating new ontologies or taxonomies for a particular domain, organisation
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or problem. In this sense, the ARK Platform was extended with incident response (IR)
capabilities for socio-technical systems analysis by defining a new ontology for cybersecurity
control and a taxonomy of cybersecurity concepts based on the ISO 27000 series standard,
DPV controls, NIOSH Controls, and Enterprise Risk Management concepts to model IR
artefacts, processes, and roles. Additionally, the security module of the ARK Platform was
extended with personal data processing and access control mechanisms restricting access to
evidence according to user roles where information related to users and projects are securely
persisted in a Semantic Web format. As a result, two ontologies for risk management and two
taxonomies of risk and cybersecurity concepts that consider ISO and NIST standards have
been published as open sources.

Keywords: Semantic Web, Cybersecurity, Information Security, Sensitive Data Processing.

1. INTRODUCTION

The Semantic Web [1], relies on linked open data to connect diverse resources using W3C stan-
dards [2], demonstrating success in areas like knowledge extraction, semantic annotation, and digital
libraries [3]. Beyond NLP, it also enables the development of security mechanisms through domain-
specific ontologies, such as the W3C’s Verifiable Credential Data Model ! for cryptographically
secure, privacy-respecting, and machine-verifiable digital credentials [4, 5]. Another example is
the Data Privacy Vocabulary * (DPV), which supports the interoperable exchange of personal data
processing information [6—8].

This work focuses on the ARK Platform?, a risk governance tool designed for organizations vulnera-
ble to operational failures. It uses the CUBE methodology [9], for socio-technical analysis in clinical
risk management. The platform integrates qualitative clinical risk data with quantitative operational
data using Semantic Web technologies and W3C standards, creating a unified risk model. This
approach transforms human-oriented quantitative data into machine-readable structured data for
large-scale evidence collection and analysis. Key components include two ontologies—the ARK
CUBE Ontology® and ARK Platform Ontology’—and three controlled taxonomies for risk and
health terminology. Health and safety experts interact with the platform through a web application®,
which supports risk analysis, mitigation, and evidence linking.

Information sharing has become increasingly important in recent years, especially in healthcare [10,
11]. However, the sensitive nature of health data limits sharing, as organizations aim to keep data
owners in control. Adhering to regulations like the General Data Privacy Regulation’ (GDPR) is
essential for building trust in systems that handle sensitive information [12]. The ARK Platform
addresses these concerns by incorporating a dataspace security model based on Semantic Web
technologies that align with GDPR requirements for personally identifiable information (PII).

U https://www.w3.org/TR/vc-data-model/

2 https://w3c.github.io/dpv/2.0/dpv/

3 https://openark .adaptcentre.ie/

4 https://openark.adaptcentre.ie/Ontologies/ARKCube/index-en.html

5 https://openark.adaptcentre.ie/Ontologies/ARKPlatform/index-en.html
% https://openark.adaptcentre.ie/ARKProjects

7 https://gdpr.eu/
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The ARK Platform incorporates incident response (IR) evaluation into its security modules to pre-
vent cyberattacks and minimize disruption. IR teams [13], are responsible for reducing breach
impacts and quickly restoring operations. While some methods aim to automate IR [14—16], existing
cybersecurity ontologies focus mainly on incidents rather than the broader socio-technical context.
The ARK Platform uses Semantic Web technologies to model IR processes, roles, and artifacts,
defining a cybersecurity ontology and taxonomy aligned with security standards like ISO and NIST.

This work presents two security models for the ARK Platform to process sensitive data and conduct
cybersecurity evaluations in socio-technical risk management. It explores the feasibility of using
Semantic Web technologies to handle sensitive data and assesses how well Semantic Web standards
meet the needs of a cybersecurity risk management system.

The rest of this work is organized as follows: Section 2 reviews related security approaches, Section
3 provides an overview of the ARK Platform, Section 4 details the security models using Semantic
Web technologies, Section 5 discusses the implementation of these models on the ARK Platform,
and Section 6 presents the conclusions.

2. SEMANTIC WEB SECURITY APPROACHES

This section examines two key security activities: the sharing of sensitive data and the implemen-
tation of cybersecurity mechanisms using Semantic Web technologies.

2.1 Sharing Sensitive Data

The mechanisms for sharing data on the web should be based on a trust-secure process that guar-
antees that sensitive data will be appropriately stored and processed for the actions approved by the
data owner [17].

As data sharing becomes crucial in healthcare, finance, and research, adopting dataspaces is es-
sential for ensuring trust and compliance with regulations like GDPR and HIPAA [18]. Datas-
paces integrates diverse data sources while ensuring privacy and security through controlled access,
anonymization, and encryption [19, 20]. They provide secure communication and features like
access control, user roles, and data usage control [ 18-21], as well as supporting data fusion, real-time
sharing, and privacy protection [18, 21, 22]. However, they lack mechanisms for GDPR-compliant
personal data handling, privacy-aware logging, and secure interlinking with external resources.

In the healthcare domain, several approaches to sharing sensitive data exist. Beyan et al.[10], intro-
duce the Personal Health Train (PHT), a distributed infrastructure that keeps healthcare data at its
source, allowing data owners to retain control while using an ontology-based access control strategy.
Khurshid et al.[17], present the Data Request Management System (DRMS), which manages data
access for quality improvement and research. DRMS involves three phases: (i) data access, (ii)
linking data from multiple sources, and (iii) clinical decision support. Linked data in phase two
ensures access control based on privacy policies.
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The ARK Platform consists of different modules and requires a solution for handling sensitive
information that fits its architecture. While the aforementioned approaches could be adapted, a
more distributed solution is needed. Thus, using dataspaces to manage sensitive data is proposed
for the ARK Platform, based on Linked Data vocabularies such as DPV for personal data, the Data
Catalog Vocabulary® (DCAT) for interlinking external resources, and PROV® for user logs.

2.2 Cybersecurity

Semantic Web technologies in cybersecurity aim to identify and represent system vulnerabilities
by describing resources linked to contextual information [23], and cybersecurity concepts [24], to
monitor and infer vulnerabilities.

Coppolino et al. [23], develop a cybersecurity system for monitoring smart grids, using Semantic
Web technologies to gather contextual data on time, location, environment, and operational states
to identify vulnerabilities. Aranovich et al. [24], introduce the TRONTO system, which uses an
ontology of vulnerabilities to extract vulnerability-related information from social media, leveraging
OWL reasoning to infer critical vulnerabilities from the National Vulnerability Database (NVD).
Pastuszuk et al. [25], present the Dynamic Cybersecurity Ontology (DCO) for monitoring dynamic
IT systems, mapping infrastructure data from cybersecurity search engines.

In incident response, Moreira et al.[26], introduce the Computer Security Incident Handling On-
tology (CSIHO), an OWL-based framework for managing cybersecurity incidents in collaborative
defense groups. Posea et al.[27], present an ontology to manage cyber incidents across Europe,
connecting various cybersecurity taxonomies to improve incident reporting and tracking. Pandit et
al. [28], develop a terminology for personal data processing under GDPR, which has since expanded
to include aspects of cybersecurity incidents such as data breaches, risks, and controls.

The approaches described are domain-specific solutions for monitoring and inferring vulnerabilities,
often using ontologies for various cybersecurity aspects. In contrast, the ARK Platform focuses on
solutions based on established standards, building its cybersecurity ontology on the ISO 27000 series
and NIST guidelines to represent key cybersecurity concepts.

3. THE ARK PLATFORM STRUCTURE OVERVIEW

The ARK Platform uses Semantic Web technologies to integrate and classify risk data from qualita-
tive and quantitative sources into a unified knowledge graph. This is modeled using the ARK Cube
Ontology and the ARK Platform Vocabulary. The Cube Ontology supports data analysis through
the Cube methodology for managing socio-technical risks [29, 30], while the Platform Vocabulary
models users, access controls, permissions, and data classifications.

The risk model, or knowledge graph, is based on the ARK CUBE Ontology, which stores CUBE
questionnaire data, structures risk analyses, and organizes them into projects and stages. The ARK
Platform Vocabulary models platform users, access controls, and permissions, and incorporates a

8 https://www.w3.org/TR/vocab-dcat-2/
9 https://www.w3.org/TR/prov-o/
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data classification system aligned with the Health Service Executive (HSE) Information Classifica-
tion and Handling Policy!'®. Developed by organizational psychologists and knowledge engineers
using the Web Ontology Language (OWL) specification in the Protégé environment'!, both ontolo-
gies follow Gruber’s guidelines for knowledge sharing, reusability, and interoperability [31]. They
are consistent, extensible, and include human-readable metadata and documentation.

The ARK taxonomies were defined using the Simple Knowledge Organisation System'? (SKOS),
a W3C recommendation for expressing knowledge organisation systems. The concepts in the ARK
Risk Terminology and in the HAdvInCats Terminology were defined by safety experts. The ARK
Health concepts were taken from HSE Integrated Risk Management Policies'?, the HSE Incident
Management Framework!?, and the HIQA National Standards for the Prevention and Control of
Healthcare-Associated Infections!>. The taxonomies can be used to annotate data entered on the
platform with the view that these annotations could be used to facilitate information searches and
evidence linking.

The ARK Application is built on open-source Jena knowledge base technology and uses a modern
Node.js web front end to enable users to interact with ARK. From a user’s perspective, the platform
consists of four main components: (i) The Risk Register allows users to record and group risks
using the HSE s risk assessment format; (ii) The Project Analysis component enables users to create
and analyze risk management projects, linking supporting evidence to the process. This evidence is
stored in ARK Evidence, a data management system built with CKAN'¢. Datasets in ARK Evidence
are described using the Data Catalogue Vocabulary (DCAT) [32], ensuring interoperability with the
ARK Platform; (iii) The CUBE Analysis component guides users through completing the CUBE
questionnaires, and; (iv) the CUBE Summary component provides a visual overview of the Project
and CUBE analyses.

The ARK Platform was designed to be extensible or customised, coping with the requirements of a
particular domain or problem. The following list provides the extensions or customizations available
to the ARK Platform:

» Natural language fields. Analysts can describe their domain understanding rather than limiting
responses to highly structured data.

* Linking evidence to analysis. Any HTTP resource could be linked to the analysis and available
for querying and reporting.

» New taxonomies. Add new taxonomies to the queryable knowledge graph of ARK, making it
available to users through the user interface.

10 https://www.hse.ie/

I https://protege.stanford.edu/

12 https://www.w3.org/TR/skos-reference/

13 https://www.hse.ie/eng/about/qavd/riskmanagement/risk-management-documentation/hse%20integrated/
20risk’20management20policy%202017.pdf.

14 https://www.hse.ie/eng/about/qavd/incident-management/hse-2020-incident-management-framework-guidance.
pdf.

15 https://www.hiqa.ie/sites/default/files/2017-01/Safer-Better-Healthcare-Standards.pdf.

16 cKAN-Retrievedfromhttps://ckan.org/.AccessedJuly10th, 2024
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* Customisable risk model and forms. The ARK risk model can be configured to different
numbers of levels, impact types or likelihood definitions and thresholds. The risk forms can
also be configured to use different fields or structures.

» Extension of CUBE with domain-specific questions. Adding tailored questions according to
the specific domain or problem.

The following sections explore the ARK Platform’s extension capabilities by integrating new secu-
rity mechanisms for processing sensitive data and evaluating IR capabilities.

4. THE ARK PLATFORM SECURITY MODELS

This section discusses the implementation of two security models on the ARK Platform. Initially, the
platform used access control based on authentication for access management, but lacked flexibility
in securing specific information. To address this, a sensitive data processing method was introduced.
Additionally, the platform was extended to evaluate IR cybersecurity issues and integrate them into
the CUBE methodology.

4.1 Sensitive Data Processing

The ARK Platform addresses GDPR and ISO 27001 requirements for securely processing sensitive
data. This includes personal data (PII), special categories under GDPR !7, and confidential business
data that does not normally leave an organization. The Trusted Integrated Knowledge Dataspace
(TIKD) [11] enables secure sharing of sensitive data within dataspaces'®.

TIKD (see FIGURE 1) uses Semantic Web technologies and trusted data-sharing mechanisms to
support integrated knowledge graphs in sensitive environments. It enhances dataspace security
by addressing personal data handling, data privileges, pseudonymization of user activity logs, and
privacy-aware data interlinking.

The ARK Platform prioritizes security, focusing on data interlinking, privacy-aware accessibility,
and secure Linked Open Data publication. It uses TIKD to manage personal, pseudonymized
(GDPR-compliant), and security log data, with sensitive data processing described through DPV
for GDPR compliance.

The ARK Platform collects users’ personal data through a registration process to enable access to
the ARK Platform. The registration requires a username, e-mail address, organization role, platform
role and a password. On the other hand, the TIKD security control service authenticates an ARK
user through their username or e-mail address and their password.

17 GDPR Art.9-1
18 A dataspace integrates and shares data from diverse sources, formats, and domains [37].

177



https://cybersecurityjournal.info/ | April 2025 Julio Hernandez, et al.

Data Interlinking Subgraph

Privacy-aware metadata factory Generation

—— Security
o dsn conto 4 b
.<:
Access /
Controly g 4 Knowledge Graph Integration
Usage
Control (:
User logs \ /
N

Figure 1: The Trusted Integrated Knowledge Dataspace Services.

4.1.1 Evaluation

The security assessment of the ARK Platform is based on the criteria outlined in the ISO 27001
standard. The evaluation process was conducted using the ISO 27001 Gap Analysis Tool (GAT)!°,
a self-assessment questionnaire that addresses the requirements from Clauses 4 to 10 of ISO/IEC
27001:2022 and 93 controls from Annex A. The GAT consists of 41 questions organized into seven
clauses, each subdivided into sub-clauses containing one or more requirements (questions). This
questionnaire serves to identify gaps in compliance when implementing the ISO 27001 standards.

The evaluation process, utilizing the GAT questionnaire, was carried out both prior to and following
the implementation of TIKD. Before TIKD was integrated, the ARK Platform achieved a 53.66%
compliance rate. After TIKD was implemented, compliance increased to 85.37%, reflecting a
significant improvement of 31.71%. However, certain requirements related to the “Context of the
Organization”, “Operation”, “Performance Evaluation”, and “Improvement” clauses still require
attention in order to further enhance compliance with the ISO 27001 standard.

4.2 The Cybersecurity Ontology and Taxonomy

Incident Response (IR) is vital for preventing cyberattacks and minimizing business disruption. Gal-
adima et al. [33] enhanced the ARK Platform by adding cybersecurity evaluation capabilities to im-
prove incident knowledge across the IR socio-technical domain. They identified key requirements
for conducting a Socio-technical Systems Analysis (STSA) of cybersecurity IR organizations, which
include IR system modeling (incident data, processes, teams, CSIRT?’ organization, standards,

19 https://www.itgovernance.eu/en-ie/shop/product/iso-27001-gap-analysis-tool
20 Computer Security Incident Response Team
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machine readability, and openness) and STSA requirements (model, analyst questions, coverage
of STSA dimensions, Realist analysis, links to risk and safety improvement). As a result, the
CUBE questionnaire was extended with specialized IR questions, and an ontology (ARK Controls
Ontology) and terminology (ARK Cybersecurity Terminology) based on ISO 27000 standards were
published to model IR artifacts, processes, and roles.

The ARK Cybersecurity Terminology’' (ACT) uses the SKOS vocabulary to define and describe
140 concepts taken from ISO and NIST standards. On the other hand, the ARK Controls Ontology?>?
(ACO) was developed based on the OWL 2 to define the sets of control classes and their hierarchies,
taken from the ISO 27002 standard and the HSE documents, that are used on the ARK Platform. The
ACO and ACT follow the NeOn methodology to develop the corresponding ontology and taxonomy.

The ACO is a unified control model encompassing various security frameworks, including ISO
27000, DPV controls, Enterprise Risk Management (ERM) concepts, and NIOSH controls?®. It
models specific controls deployed in the ARK Platform, such as password-based access control.
The ACO introduces the concept of a “control group®,” which allows controls to be organized
hierarchically by themes, organizational units, or individuals, simplifying control template man-
agement. The ARK Platform also specifies control metadata, such as owners and status, to manage

control lifecycles linked to risks and ARK projects.

4.2.1 Evaluation

The cybersecurity ontology and taxonomy were evaluated through the F-UJI FAIRness assessment
tool [34] and the Oops! Ontology Pitfall Scanner [35] quality assessment tool.

F-UJI processes online datasets using various metrics to evaluate the 17 ‘FAIR Guiding Princi-
ples for scientific data management [36], focusing on the Findable, Accessible, Interoperable, and
Reusable (FAIR) aspects. Findable data should be accessible with unique identifiers and descriptive
metadata. Accessible data should be retrievable with persistent identifiers, even if the data is
no longer available. Interoperable data should follow common standards, enabling integration
with other sources. Reusable data should have clear descriptions, usage licenses, and community-
endorsed formats to facilitate understanding and reuse.

F-UJI assesses compliance with the FAIR principles using four maturity levels: Incomplete, Initial,
Moderate, and Advanced. These levels reflect how well a dataset meets the Findable, Accessible,
Interoperable, and Reusable criteria, with “Incomplete” indicating low adherence and “Advanced”
signifying high compliance. The ranges help evaluate and communicate the FAIRness of datasets.
According to the results reported in [33], The ACT was scored as “Initial” and ACO as “Moderate”".

The Oops! tool identifies 40 pitfalls, categorized as “critical”, “important”, or “minor”. These
are assessed using metrics like the Weighted Sum, Lexicographic Order, and Centroid Function.
The Weighted Sum assigns weights to criteria and sums them for a final score. The Lexicographic

2l https://openark.adaptcentre.ie/Ontologies/ARKControlTerminology/index-en.html

22 https://openark.adaptcentre.ie/Ontologies/ARKControlOntology/index—en.html

2 https://www.cdc.gov/niosh/hierarchy-of-controls/about/index.html

24 https://openark.adaptcentre.ie/Ontologies/ARKControlOntology/index-en.html#ControlGroup
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Order ranks ontologies by severity, prioritizing the most critical. The Centroid Function calculates
intervals for each severity level, offering an alternative ranking approach.

These metrics are used to evaluate the effectiveness of the ranking method, with the Kendall co-
efficient computed to measure similarity between rankings. Based on findings in [33], no critical
pitfalls were found, but common issues included “untyped class**” and “missing disjointness¢”. A

common minor pitfall was “merging different concepts into the same class’”.

S. DISCUSSION

The security models discussed demonstrate the effectiveness of using Semantic Web technologies
for security frameworks. TIKD uses DPV to describe PII, ensuring GDPR compliance, and offers
a security solution based on dataspaces and Semantic Web standards like PROV-O, DCAT, and
SKOS. The ARK Platform enhances its security alignment by integrating these elements, with the
Gap Analysis Tool for ISO 27001 showing an improvement in compliance from 53.66% to 85%.
This highlights the value of Semantic Web technologies in meeting stringent security standards.

The ARK Platform’s extension to evaluate IR in socio-technical systems showcases the use of
Semantic Web technologies to address diverse domain requirements through linked data princi-
ples. ACO and ACT were developed based on various standards and security controls, with future
extensibility in mind. The Semantic Web’s goal of providing reusable resources is reflected in ACO
and ACT, which focus on describing resources using standards and security documents, rather than
specific requirements.

Implementing these models is challenging due to the need for coordination between system modules
and expertise in query languages to integrate security logic. A drawback of using Semantic Web
technologies for security modules is the impact of vocabulary updates or changes, which can affect
system logic, predefined queries, and the knowledge base.

6. CONCLUSION

The ARK Platform demonstrates how Semantic Web technologies can effectively address the chal-
lenges of cybersecurity and sensitive data management in socio-technical risk environments. By
integrating TIKD for secure data processing and developing the ARK Controls Ontology (ACO) and
Cybersecurity Taxonomy (ACT), the platform achieves compliance with standards like ISO 27001
and GDPR. These security models not only enhance sensitive data processing through privacy-
preserving mechanisms but also extend the platform’s capabilities to evaluate incident response
in cybersecurity. The substantial improvement in compliance rates and the integration of FAIR
principles underscore the platform’s robustness and adaptability for real-world applications.

25 refers to a class within an ontology that has not been assigned a specific type or category
26 refers to the absence of explicit definitions of disjoint relationships between classes or properties
27 refers to using a single class for multiple distinct concepts that should be separate.
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The Semantic Web-based approach facilitates modularity and extensibility, allowing organizations
to tailor the ARK Platform to their specific operational requirements. Through ACO and ACT, the
platform connects risk management with standardized cybersecurity frameworks, enabling effective
analysis and reporting. However, the study also highlights some challenges, such as the need for
specialized expertise in ontology development and the potential disruption caused by vocabulary
updates. Despite these limitations, the ARK Platform provides a scalable solution for integrating
cybersecurity into broader risk governance frameworks.

Future work will extend the ARK Controls Ontology and the ARK Platform to support management
capabilities for security controls in an organization. This will include new properties and concepts
to support verification of controls at the operational level and controls assurance at the strategic
organizational level. Our work will be based on linking the concepts of controls attestation with the
obligation to act from the Cube framework. For example, for verification it will describe the state
and life-cycle of a control, e.g. to identify effective, partially effective and ineffective controls, link
that assessment with evidence and the identity of a verifier for accountability.
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